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Cyber Threat Landscape



3

Top 6 targeted industry sectors
• Non-Governmental 

organizations (32%)
• Government organizations 

(13%)
• Information technology firms 

(7%)
• Higher Education (7%)
• Professional services (31%)
• International organizations 

(10%)

Support services and trusted third 
parties can serve as launch points 
for intrusions or collection 
against government targets, 
whose systems might have more 
robust security protocols in place 

Source : Microsoft Digital Defense Report, September 2020
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Source : Microsoft Digital Defense Report, September 2020
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Botnet
Description

A botnet is a number of Internet-
connected devices, each of which is 
running one or more bots. Botnets can 
be used to perform Distributed Denial-
of-Service attacks, steal data, send 
spam, and allows the attacker to access 
the device and its connection. Wikipedia

Source - Check point software security 
report 2020

https://en.wikipedia.org/wiki/Botnet


6

Key call outs –

1. .exe file type is #1 in 
Web based attacks

2. .doc file type is #1 in 
email based attacks

3. .doc/.exe/.pdf are 
in top 5 for both 
type of attacks

Source - Check point software security 
report 2020
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Key call outs –

1. Crypto miners are #1 in 
all 3 world regions 
(Americas/EMEA/A PAC)

2. Mobile attacks are on the 
rise

3. Ransomware distribution 
has shifted from a 
numbers game to a more 
targeted approach of “big 
game hunting,”

Source - Check point software security 
report 2020
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Couple of Recent Cyber Security Breaches
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Multi-Factor Authentication(MFA)
• Multi-Factor Authentication

• Something you have (as hardware token)
• Something you know (as password)
• Something you are (as biometric) 

• Security is enhanced via the use of Multi-Factor Authentication since a 
second token is required in addition to a password

• Chance of account compromise goes down drastically (70%+) with MFA
• Examples of a second factor

• Secure ID token (as Yubikey)
• Smart card with encrypted credential

• MFA will be highly advised / enforced in the near future
• All administrative access to the O365 tenant is already MFA enabled for all 

tenant administrator
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Steps you can take today

Adopt MFA

Use good email hygiene

Patch apps and systems

Manage configuration changes

Limit access with least privilege

User Training
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Tanium
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S.No. Module Description 

1 Asset Know what software and hardware we have at all times

2 Deploy Manage software at enterprise scale

3 Discover Take control of unmanaged endpoints and rogue devices

4 Integrity Monitor Simplify regulatory compliance and file integrity monitoring

5 Patch Distribute and report on operating system updates quickly

6 Comply Perform compliance checks and vulnerability scans on-
demand

7 Protect Modernize and simplify endpoint protection

8 Threat Response Detect, investigate, and respond to threats.

Tanium use across various industries –

• 12 of the top 15 U.S. banks
• 6 of the top 10 global retailers
• 4 of the 5 US armed forces branches
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Using Tanium for threat hunting
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Received 
FBI 

Advisory

Analyzed 
FBI 

Advisory

Information 
to validate 
in Tanium

Information 
Validation 
on Tanium 
enabled 
systems

Do we have 
IOC –

Yes/No

0m 10m 30m 45m 60m 75m 90m

Validating Indication Of Compromise (IOC) using Tanium
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CrowdStrike (NGAV)
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Raising network security 
posture
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Cyber - Attack Lifecycle

Unauthorized Access Unauthorized Use

Cyber Espionage Actor Group: Deep Panda 21.5M stolen PII recordsCountry of Origin: China

$350M in Known breach response contracts Leak impacts may last up to 40 yrs$1B class action lawsuit

https://blog.paloaltonetworks.com/2016/02/securing-government-heres-what-we-should-learn-from-2015/

https://blog.paloaltonetworks.com/2016/02/securing-government-heres-what-we-should-learn-from-2015/


21Quarterly Cadence Delivers Consistent Improvement

• San Joaquin County
• Review findings and recommendations.
• Prioritize how, where and when to improve the security posture.
• Recurring cadence between SJC Departments/Palo Alto  

• San Joaquin County and Palo Alto Networks Account Team
• Work together to align priorities, POCs and finalize action plan.
• Set milestones and regular cadence.

ESTABLISH BASELINE
• Align goals & next steps
• Security Lifecycle Review
• Collect data (Zones, 

Areas of architecture)
• Policy adoption heatmaps 

and Best Practice 
Assessment

INCREMENTAL CHANGES
• Change management
• Workshops
• Track progress
• Measure success

ACCORDING TO 
BUSINESS PRIORITIES

• Align resources 
• Build adoption plan
• Set pace and milestones

ESTABLISH FUTURE 
OUTCOME

• BPA report
• Findings and 

Recommendations
• Executive summary
• Rationalize feature 

adoption

KICK OFF & BPA FINDINGS & RECOMMEN-
DATIONS PLAN EXECUTE
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Security Awareness (People)
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• IP Reputation • TAP Feed
• Signatures
• Classifiers: Phish, 

Virus, Spam, Impostor, 
Bulk, etc

• Attachment detonation • URL detonation
• URL re-writing
• Click-time blocks

Threat protection statistics
23

Inbound Email Proofpoint Protection Server
Reputation    Content

Proofpoint TAP
Attachment URL

Customer 
Mail Store

Known Threats Targeted Threats

3,125,332
Emails

2,303,893
75%

Emails Blocked

353,637
10%

Emails Blocked

475
Threats Blocked

449
Threats Blocked

429k
~14%
Emails 

Delivered
With

144k / 429k
~33%

Bulk Emails



24Social Engineering
Social engineering is the art of 
manipulating, influencing or 
deceiving you in order to gain 
control over your computer 
system - by KnowBe4
Humans may be the greatest 
security risk we face in protecting 
our information from theft and 
misuse, perhaps even greater 
than direct hacking of our 
systems. 

https://en.wikibooks.org/wiki/The_Computer_Revolution/What_Is_Phis
hing



25What is Phishing?
It is a fraudulent attempt, usually made via email, to steal sensitive 
information.
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Why do we run regular phishing tests in SJC? 

1. Our goal is to increase security awareness and decrease the 
number of clicks on malicious emails.

2. To establish an Awareness Training that will help us create a 
“human firewall” which can protect us against malicious emails.
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Cybersecurity Partnership

CDT Security Operations Center (SOC)
• 24/7 shift work

• Staffed by State and Military staff

DHS/CISA (ROV)

Central California Intelligence Center 

(HSA/ROV/SJCERA)

CISO of CA state / Other counties
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Questions?
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Thank You
ccruz@sjgov.org

mailto:ccruz@sjgov.org
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